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Cyberoam UTM
Cyberoam CR25ia is the identity-based security appliance that works on Layer 8,
delivering real-time protection against evolving external and internal threats to Small
Office-Home Office (SOHO) and Remote Office-Branch Office (ROBO) users.

Small, remote offices with limited security like firewall, anti-virus are exposed to
Internet threats. Cyberoam delivers comprehensive protection from malware, virus,
spam, phishing, pharming and more. Its unique identity-based security protects users
from internal threats that lead to data leakage. Cyberoam features include Stateful
Inspection Firewall, VPN (IPSec), Gateway Anti-Virus and Anti-Spyware, Gateway
Anti-Spam, IPS, Content Filtering, Bandwidth Management, Multiple Link
Management and can be centrally managed with Cyberoam Central Console.

Identity-based Security in UTM
Cyberoam attaches the user identity to security, taking
enterprises a step ahead of conventional solutions that bind
security to IP-addresses. Cyberoam's identity-based security
offers full business flexibility while ensuring complete security
in any environment, including DHCP and Wi-Fi, by identifying
individual users within the network-whether they are victims
or attackers.
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Features Benefits

Gateway Anti-Virus
& Anti-Spyware

�

�

�

�

Scans HTTP, FTP, IMAP, POP3 and SMTP traffic
Detects and removes viruses, worms and Trojans
Access to quarantined mails to key executives
Instant user identification in case of HTTP threats

�

�

�

�

Complete protection of traffic over all protocols
High business flexibility
Protection of confidential information
Real-time security

Virtual Private Network �

�

�

�

Threat Free Tunneling
Industry standard: IPSec, SSL, L2TP, PPTP VPN
VPN High Availability for IPSec and L2TP connections
Dual VPNC Certifications - Basic and AES Interop

�

�

�

�

Safe and clean VPN traffic
Secure connectivity to branch offices and remote users
Low cost remote connectivity over the Internet
Effective failover management with defined connection
priorities

Stateful Inspection Firewall
(ICSA Labs Certified)
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�

�

�

Powerful stateful and deep packet inspection
Fusion technology blends all the components of Cyberoam into
a single firewall policy
Prevents DoS & flooding attacks from internal & external sources
Identity-based access control for applications like P2P, IM
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�

�
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Application layer protection
Provides the right balance of security, connectivity and
productivity
Flexibility to set policies by user identity
High scalability

On-Appliance Reporting �

�

�

Complete Reporting Suite available on the Appliance
Traffic discovery offers real-time reports
Reporting by username

�

�

�

Reduced TCO as no additional purchase required
Instant and complete visibility into patterns of usage
Instant identification of victims and attackers in internal network

Multiple Link Management �

�

�

Security over multiple ISP links using a single appliance
Load balances traffic based on weighted round robin distribution
Link Failover automatically shifts traffic from a failed link to a
working link

�

�

�

�

Easy to manage security over multiple links
Controls bandwidth congestion
Optimal use of low-cost links
Ensures business continuity

Bandwidth Management �

�

Committed and burstable bandwidth by hierarchy,
departments, groups & users
Category-based Bandwidth restriction

�

�

Prevents bandwidth congestion
Prioritizes bandwidth for critical applications

Content &
Application Filtering
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�
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�

�
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Automated web categorization engine blocks non-work sites
based on millions of sites in over 82+ categories
URL Filtering for HTTP & HTTPS protocols
Hierarchy, department, group, user-based filtering policies
Time-based access to pre-defined sites
Prevents downloads of streaming media, gaming, tickers, ads
Supports CIPA compliance for schools and libraries
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Prevents exposure of network to external threats
Blocks access to restricted websites
Ensures regulatory compliance
Saves bandwidth and enhances productivity
Protects against legal liability
Ensures the safety and security of minors online
Enables schools to qualify for E-rate funding

Intrusion Prevention
System - IPS

�

�

�

�

�

Database of over 3000 signatures
Multi-policy capability with policies based on default & custom
signatures, source and destination
Prevents intrusion attempts, DoS attacks, malicious code,
backdoor activity and network-based blended threats
Blocks anonymous proxies with HTTP proxy signatures
Blocks “phone home” activities
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�

�
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Low false positives
Real-time Security in dynamic environments like DHCP and Wi-Fi
Offers instant user-identification in case of internal threats
Apply IPS policies on users

Gateway Anti-Spam �

�

�

�

�

�
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Scans SMTP, POP3 and IMAP traffic for spam
Detects, tags and quarantines spam mail
Enforces black and white lists
Virus Outbreak Protection
Content-agnostic spam protection including Image-spam
usingRecurrent Pattern Detection (RPD ) Technology
Spam Notification through Digest
IP Reputation-based Spam filtering

TM
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�

�

�
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Enhances productivity
High business flexibility
Protection from emerging threats
High scalability
Zero hour protection incase of virus outbreaks
Multi-language and Multi-format spam detection
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Granular access control to all the Enterprise Network resources Yes
Administrative controls - Session timeout, Dead Peer Detection,

seYnoitazimotsuclatroP

Application and User Identity based Bandwidth Management Yes
seYycilophtdiwdnabelbatsruB&deetnarauG

Application & User Identity based Traffic Discovery Yes
seYgnitroperhtdiwdnabNAWitluM
seYnoitcirtserhtdiwdnaBdesab-yrogetaC

seYnoitcirtseremitsseccA
seYnoitcirtseratouQataDdnaemiT

Schedule based Committed and Burstable Bandwidth Yes
seYslortnoCMIdnaP2PdesabeludehcS

seYrevoliaFotuAkniLelpitluM
seYgnicnalabdaoLdesabRRW
seYresUdnanoitacilppAnodesabgnituoryciloP
seYtneilCEoPPP/SNDD
seYyxorPPTTHroftroppuS

Dynamic Routing: RIP v1& v2, OSPF, BGP, Multicast Forwarding Yes
seYNDQFhtiwtroppusyxorPtneraP
seYyaleRdnarevreSPCHD

seYevitcA-evitcA
seYnoitazinorhcnysetatshtiwevissaP-evitcA
seYrevoliaFlufetatS
seYegnahcsutatSecnailppAnotrelA

seYdraziwnoitarugifnocdesab-beW
seYnoitartsinimdadesab-eloR
seYslevelresudnasrotartsinimdaelpitluM
seYIUbeWaivsegnahc&sedargpU
seYhcnerF,idniH,esenihC:troppuslaugnil-itluM
seY)SPTTH(IUbeW
seY)tenleT,HSS,laireS(ecafretnienildnammoC
seY)3v,c2v,1v(PMNS
seYelosnoClartneCmaorebyC
seYkcablloRnoisreV
seYtroppuSrevreSPTN

seYesabatadlacoL
Windows Domain Control & Active Directory Integration Yes

seYnOngiSelgniSswodniWcitamotuA
seYnoitargetnIesabatadSUIDAR/PADLlanretxE
seYgnidniBCAM/resU

seYDDHlanretnI
seYgnirotinomlacirotsihdnaemit-laerlacihparG
seYskcattadnasesuriv,stroperfonoitacifitonliamE
seYtroppusgolsyS

seYstroperstnevenoisurtnI
seYstropersnoitaloivyciloP
seY)epyttnetnoc,resu(stroperyrogetaCbeW
seYgnitropersdrowyeKenignEhcraeS

Data transfer reporting (By Host, Group & IP Address) Yes
seYsserddAPIdnaresUybgnitropersuriV
+54stropeRecnailpmoC

seYtnailpmocceSPI
seYsyawetaGNPVceSPIrojamhtiwytilibarepo-retnI

Supported platforms: Windows 98, Me, NT4, 2000, XP, Vista Yes
seYnoitarugifnocnoitcennoCtropmI

seYetaroproC-llaweriFASCI
seYytilibareporetniSEAdnacisaB-CNPV
seYnoitacifitreC5leveLMTUkramkcehC

seYEC
seYCCF

H x W x D 6x1.9x7.1)sehcni(
H x W x D 3.51x2.32x4.4)smc(

sbl1.5,gk3.2thgieWecnailppA

CAV042-001egatloVtupnI
Consumption 33.5W

411)UTB(noitapissiDtaeHlatoT

C°04ot0erutarepmeTgnitarepO
C°07ot0erutarepmeTegarotS
%57ot02-)gnisnednocnoN(ytidimuHevitaleR

1snaF-metsySgnilooC

Bandwidth Management

User Identity and Group Based Controls

Networking

High Availability

Administration & System Management

User Authentication

Logging/Monitoring

On-Appliance Reporting

VPN Client

Certi�cation

Dimensions

Power

Environmental

Compliance

Interfaces

System Performance*

Stateful Inspection Firewall

Gateway Anti-Spam

Intrusion Prevention System

Content & Application Filtering

SSL VPN

-stroPtenrehtE001/01
4stroPEBG0001/001/01

seYstroPNAW/ZMD/lanretnIelbarugifnoC
1)9BD/54JR(stroPelosnoC
1stroPBSU
-stnemgeSssapyBerawdraH

522)spbM(tuphguorhtllaweriF
005,3dnoces/snoissesweN

000,031snoissestnerrucnoC
57/03)spbM(tuphguorhtSEA/SED-elpirTtib-861

56)spbM(tuphguorhtsurivitnA
07)spbM(tuphguorhtSPI
05)spbM(tuphguorhtMTU

Multiple Zones security with separate levels of access rule
seYenozhcaeroftnemecrofne

Rules based on the combination of User, MAC, Source &
seYecivreSdnasserddaPIdnaenoZnoitanitseD

Actions include policy based control for IPS, Content
Filtering, Anti virus, Anti spam and Bandwidth Management Yes

seYgniludehcSsseccA
seYTANnoitanitseD&ecruoSdesabyciloP
seYlasrevarTTAN323.H
seYtroppuSNALVq1.208
seYnoitneverpkcattASoDD&SoD
seYnoitneverpfoopSdnagniretlifCAM-PI&CAM

seYlavomeR&noitceteDnajorT,mroW,suriV
seYnoitcetorpgnihsihP,erawlaM,erawypS
seYetadpuesabataderutangissurivcitamotuA

Scans HTTP, FTP, SMTP, POP3, IMAP, VPN Tunnels Yes
seYgninnacsresulaudividniezimotsuC
seYaeraenitnarauQecivreSfleS
seYeziselifybrevileddnanacS
seYsepytelifybkcolB
seYerutangis/remialcsidddA

seYkcehcredaehEMIM,)LBR(tsilkcalBemit-laeR
Filter based on message header, size, sender, recipient Yes

seYgniggateniltcejbuS
seYtsiletihW/tsilkcalBsserddaPI
seYsserddaliamedetacidedotsliammapstcerideR

Image-based spam filtering using RPD Technology Yes
seYnoitcetorPkaerbtuOsuriVruohoreZ
seYaeraenitnarauQecivreSfleS
seYtsegiDhguorhtnoitacifitoNmapS
seYgniretlifmapSdesab-noitatupeRPI

seYmotsuC,)+0003(tluafeD:serutangiS
seYmotsuC,elpitluM:seiciloPSPI
seYnoitaercycilopdesab-resU

Automatic real-time updates from CRProtect networks Yes
seYnoitceteDylamonAlocotorP

Block
- P2P applications e.g. Skype Yes

seYfrusartIU.g.eseixorpsuomynonA-
seYseitivitca”emohenohP“-
seYreggolyeK-

seYesabataDyrogetaCbeWtliubnI
seYkcolbepyteliF,drowyek,LRU
seYmotsuC,)+28(tluafeD:seirogetaC
seYSPTTH,PTTH:detroppusslocotorP
seYsLRUgnimrahP,gnihsihP,erawlaMkcolB
seYyrogetacrepsegassemkcolbmotsuC
seYXevitcA,seikooC,stelppAavaJkcolB
seYtnailpmoCAPIC
seYdaolpuPTTHaivlortnocegakaelataD

seYPTPP,PT2L,ceSPI
Encryption - 3DES, DES, AES, Twofish, Blowfish, Serpent Yes

seY1-AHS,5DM-smhtiroglAhsaH
seYsetacifitreclatigiD,yekderahserP-noitacitnehtuA
seYlasrevarTTANceSPI
seYtroppusSFPdnanoitcetedreepdaeD
seY61,51,41,5,2,1-spuorGnamlleHeiffiD
seYtroppusytirohtuAetacifitreClanretxE
seYnoitarugifnocnoitcennocroirraWdaoRtropxE
seYstniopdnelennutroftroppusemanniamoD
seYycnadnudernoitcennocNPV
seYtroppuskrowteNgnippalrevO
seYtroppusNPVekopS&buH

seYgnilennuTPDU&PCT
Authentication - Active Directory, LDAP, RADIUS, Cyberoam Yes
Multi-layered Client Authentication - Certificate, Username/Password Yes

seYtnemecrofneyciloppuorG&resU
seYgnilennutlluFdnatilpS-sseccakrowteN
seYsseccasseltneilC-sseccA)latroP(desab-resworB
seYtneilCgnilennuTNPVLSSthgiewthgiL

Gateway Anti-Virus & Anti-Spyware

Virtual Private Network - VPN

Speci�cation

*Antivirus, IPS and UTM performance is measured based on HTTP traffic as per RFC 3511 guidelines. Actual performance may vary depending on the real network traffic environments.
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